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1.1

1.2

INTRODUCTION

PP Identification

Title: PIN Entry Device CC Protection Profile
Author: Trevor Day

Reviewer: Colin Whittaker

Publishing Date: 11 July 2003

Issue Number: 1.37

Sponsoring Organisation: APACS

Veson of CC used for devdopment: CC Veson 21 (dso known as
SO 15408).

PP overview

This protection profile has been developed to identify and describe the basic
Security requirements needed to protect the PINS, security related critical values
and software within PIN Entry Devices where these devices are to be used to
provide offline PIN verification. Such offline verification can be used to provide
cardholder identification for smartcard based transactions, and such devices may
ether supplement or replace existing POS terminds, see [PED]. In addition, this
protection profile provides segregation between certain classes of gpplication that
may be run on these devices.

An increasingly popular method for consumers to pay for goods is via credit or
debit cards at the Point Of Sdle. Unfortunately, current magnetic stripe card
credit and debit cards offer many opportunities for fraud.

To combat these opportunities, it is expected that smartcard based systems with
the capability to identify cardholders and to verify cards will increasingly be used.
These sysems are built around the customer insarting their card into a card
reader followed by the entry of an identifying PIN. In order to perform these
functions securely, the confidentidity and integrity of the cusomer's PIN and the
verification sysem must be assured.

The environment for this protection profile consists of a device comprising aPIN
entry device with integrd display, a smartcard interface device (IFD) and a POS
terminal. These three components may be combined to form one to three
separate physica units where each unit shares acommon physical enclosure.
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The TOE encompasses the components of the environment in which a PIN can
be entered, processed or reside in a nor+enciphered format.

This PP defines a core set of requirements gpplicable to dl such devices and an
additiona st of requirements, the Locad Encryption functiona package,
gpplicable to devices where the PIN must be communicated between separate
physcad units. The core requirements cover functiond requirements in the
following domans.

the physical security of the system againgt probing, tampering and stressing,

the dectromagnetic environment including EM interference and compdtibility
ISUes,

the secure path between the externd environment and the TSF,
thelogica security of the embedded software,
the authorised roles and services.

The Locd Encryption functional package covers functiond requirements in the
following additiond domains.

the security of data communicated between secure components of the TOE,
cryptographic key management,
cryptographic dgorithms.

This PP ds0 identifies assurance requirements that cover characteristics of the
design and the product life-cycle, and the andysis of the vulnerabilities of such
systems.

1.3 CC Conformance
ThisPPis Part 2 extended and Part 3 augmented for EAL4.
1.4 Scope

The gtructure of this document is as defined by [CC] Part 1 Annex B.
Section 2 is the TOE Description.
Section 3 provides the statement of TOE security environment.
Section 4 provides the statement of security objectives.
Section 5 provides the statement of the core IT security requirements.
Section 6 providesthe Loca Encryption Functiona Package.
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1.5

Annex A provides the security objectives, security requirements and TOE
summary specification rationaes.

Terminology

This section contains definitions of technical terms that are used with a meaning
gpecific to this document. Terms defined in the [CC] are not reiterated here,
unless stated otherwise.

Administrator: these are the authorised users who maintain and support the
equipment; amongst their tasks may be key management, equipment ingalaion
and upgrades.

ANSI: American National Standards Ingtitute.

APACS: Association for Payment Clearing Services.

ATM: Automatic Teller Machine.

Automated key distribution: the digribution of cryptographic keys, usudly in
encrypted form, using eectronic means such as a computer network (e.g., down-
line key loading, the automated key ditribution protocols of ANSI X9.17).

CardHolder: the rightful user of the card.
Credit card: acard for which a credit agreement isin place.

Cryptographic key (key): a parameter used in conjunction with a cryptographic
agorithm that determines, for example:

the transformation of plain text data into ciphertext data;

the trandformation of ciphertext datainto plain text data;

adigital sgnature computed from data;

the verification of adigita Sgnature computed from data;

adata authentication code (DAC) computed from data.
Dehit card: acard for which adebit agreement isin place.

DES: Data Encryption Standard (see FIPS PUB 113).
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Electromagnetic compatibility (EMC): the ability of eectronic sysems to
operate in ther intended environments without suffering an unacceptable
degradation of the peformance as a result of unintentional eectromagnetic
radiation or response.

Electromagnetic interference (EMI): dectromagnetic phenomena which
ether directly or indirectly can contribute to a degradation in the performance of
an dectronic sysem.

Encrypted key (ciphertext key): a cryptographic key that has been encrypted
with a key encrypting key, a PIN or a password in order to disguise the vaue of
the underlying plain text key.

FIPS: Federa Information Processing Standard.

Firmware: the programs and data (i.e. software) permanently stored in
hardware (e.g., in ROM, PROM, or EPROM) such that the programs and data
cannot be dynamicaly written or modified during execution. Programs and data
stored in EEPROM are considered software.

Hardware: the physca equipment used to process programs and data in a
cryptographic module.

IFD: smartcad interface device dlowing the smartcard to communicate
(read/write) to the outside world.

I ntegrity: the property that sendtive data has not been modified or deleted in an
unauthorised and undetected manner.

Interface: alogica section of a cryptographic module that defines a set of entry
or exit points that provide access to the module, including information flow or
physica access.

| SO: International Organisation for Standardisation.

Key encrypting key: a cryptographic key that is used for the encryption or
decryption of other keys.

Key management: the activitiesinvolving the handling of cryptographic keys and
other related security parameters (e.g. counters) during the entire life cycle of the
keys, including their generation, storage, ditribution, entry and use, deletion or
destruction, and archiving.

Manual key distribution: the distribution of cryptographic keys, ofteninaplan
text form requiring physica protection, but usng a non-eectronic means, such as
abonded courier.
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Manual key entry: the entry of cryptographic keysinto the TOE from a printed
form, using, for example, the pin pad or a keyboard.

PIN Entry Device: adevicefor inputting a PIN.
PED: aPIN Entry Device with integra display.

Personal I dentification Number (PIN): e.g. a4 to 12 character aphanumeric
code or password used to authenticate an identity, commonly used in banking
goplications.

Physical protection: the safeguarding by physica means of a module that
processes PINS, carries cryptographic keys or other critical security parameters.

PIN: see “Persond |dentification Number”.

PIN pad: A secure entry device that dlows cardholders to key in their PINsin
privecy.

Plain text key: an unencrypted cryptographic key, which is used in its current
form.

POS: Point of Sde.

Power on/off states. states for primary, secondary, or backup power. These
states may distinguish between power gpplied to different portions of the module.

Private key: a cryptographic key used with a public key cryptographic
agorithm, uniquely associated with an entity, and not made public.

Program image: the full set of objects (executable code, data, €tc.) that are
required to perform the whole task(s) for which the program was designed.

PROM: programmable read-only (non-volaile) memory.

Public key: acryptographic key used with apublic key cryptographic agorithm,
uniquely associated with an entity, and which may be made public.

Public key certificate: a set of data that unambiguoudy identifies an entity,
contains the entity's public key, and is digitaly signed by atrusted party.

Public key (asymmetric) cryptographic algorithm: acryptographic agorithm
that uses two related keys, a public key and a private key; the two keys have the

property that, given the public key, it is computationaly infeasible to derive the
private key.

RAM: Random Access Memory (volatile memory).

ROM: read-only memory (non-volatile memory).
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1.6

Secret key: acryptographic key used with a secret key cryptographic dgorithm,
uniquely associated with one or more entities, and which shdl not be made
public. The use of the term "secret” in this context does not imply a classfication
level; rather, it implies the need to protect the key from disclosure or subgtitution.

Secret key (symmetric) cryptographic algorithm: a cryptographic dgorithm
that uses asingle, secure key for both encryption and decryption.

Self-test states: states for performing sdlf-tests on the module.

Software: the programs, and possibly associated data, that can be dynamicaly
written and modified.

Supervisor: The supervisor is an authorised user that is trained to perform local
non-security relevant supervisory functions such as date and time changes,
language sdection and initidisation.

Trusted path: a mechanism by which a person or process can communicate
directly with a secure module and which can only be activated by the person,
process or module, and cannot be imitated by untrustworthy software within the
module.

Common Criteria Terminology

Assets: Information or resources to be protected by the countermeasures of a
TOE.

Assignment: The specification of an identified parameter in a component.
Assurance: Grounds for confidence that an entity meetsits security objectives.

Attack potential: The perceived potentid for success of an attack, should an
attack be launched, expressed in terms of an attacker's expertise, resources and
motivetion.

Augmentation: The addition of one or more assurance component(s) from Part
3 to an EAL or assurance package.

Authentication data: Information used to verify the clamed identity of a user.

Authorised user: A user who may, in accordance with the TSP, perform an
operation.

Class: A grouping of families that share a common focus.

Component: The smalest sdlectable st of eements that may be included in a
PP, an ST, or a package.
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Connectivity: The property of the TOE, which dlows interaction with IT entities
externd to the TOE. This includes exchange of data by wire or by wireess
means, over any distance in any environment or configuration.

Dependency: A rdationship between requirements such that the requirement that
Is depended upon must normaly be satisfied for the other requirementsto be able
to meet their objectives.

Element: Anindivisble security requirement.
Evaluation: Assessment of aPP, an ST or a TOE, againgt defined criteria

Evaluation Assurance Level (EAL): A package condsting of assurance
components from Part 3 that represents a point on the CC predefined assurance
scae,

Evaluation authority: A body that implements the CC for a gspecific
community by means of an evduation scheme and thereby sets the standards and
monitors the qudity of evauations conducted by bodies within that community.

Evaluation scheme: The adminigtrative and regulatory framework under which
the CC is applied by an evauation authority within a specific community.

Extension: The addition to an ST or PP of functiond requirements not
contained in Part 2 and/or assurance requirements not contained in Part 3 of the
CC.

External IT entity: Any IT product or system, untrusted or trusted, outside of
the TOE that interacts with the TOE.

Family: A grouping of components that share security objectives but may differ
in emphasis or rigour.

Formal: Expressed in a restricted syntax language with defined semantics based
on wdl-established mathematical concepts.

Human user: Any person who interacts with the TOE.

I dentity: A representation (eg. a string) uniqudy identifying an authorised user,
which can ether be the full or abbreviated name of that user or a pseudonym.

Informal: Expressed in naturd language.

Internal communication channel: A communication channd between
separated parts of TOE.

Internal TOE transfer: Communicating data between separated parts of the
TOE.
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Inter-TSF transfers: Communicating data between the TOE and the security
functions of other trusted IT products.

Iteration: The use of acomponent more than once with varying operations.

Object: An entity within the TSC that contains or receives information and upon
which subjects perform operations.

Organisational security policies: One or more security rules, procedures,
practices, or guidelinesimposed by an organisation upon its operations.

Package: A reusable set of ether functiona or assurance components (eg. an
EAL), combined together to satisfy a set of identified security objectives.

Product: A package of IT software, firmware and/or hardware, providing
functiondity desgned for use or incorporation within amultiplicity of systems.

Protection Profile (PP): An implementationindependent set of security
requirements for a category of TOES that meet specific consumer needs.

Reference monitor: The concept of an abstract machine that enforces TOE
access control palicies.

Reference validation mechanism: An implementation of the reference
monitor concept that possesses the following properties: it is tamperproof,
aways invoked, and smple enough to be subjected to thorough andysis and
tedting.

Refinement: The addition of details to a component.

Role: A predefined set of rules establishing the dlowed interactions between a
user and the TOE.

Secret: Information that must be known only to authorised users and/or the TSF
in order to enforce a specific SFP.

Security attribute: Information associated with subjects, users and/or objects
that is used for the enforcement of the TSP.

Security Function (SF): A part a parts of the TOE that have to be relied
upon for enforcing aclosely related subset of the rules from the TSP.

Security Function Policy (SFP): The security policy enforced by an SF.

Security objective: A statement of intent to counter identified threats and/or
satisfy identified organisation security policies and assumptions.

Security Target (ST ): A st of security requirements and specifications to be
used as the basis for evauation of an identified TOE.
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Selection: The specification of one or more items from alist in a component.
Semiformal: Expressed in arestricted syntax language with defined semantics.

Strength of Function (SOF): A qudification of a TOE security function
expressing the minimum efforts assumed necessary to defest its expected security
behaviour by directly atacking its underlying security mechanisms.

SOF-basic: A levd of the TOE drength of function where andys's shows that
the function provides adequate protection againgt casua breach of TOE security
by attackers possessing alow attack potential.

SOF-medium: A levd of the TOE drength of function where andyss shows
that the function provides adequate protection agangt sraightforward or
intentiona breach of TOE security by attackers possessng a moderate attack
potentid.

SOF-high: A levd of the TOE drength of function where anadys's shows that
the function provides adequate protection against deliberately planned or
organised breach of TOE security by attackers possessing a high attack potentid.

Subject: An entity within the TSC that causes operations to be performed.

System: A specific IT ingdlation, with a particular purpose and operationa
environment.

Target of Evaluation (TOE): An IT product or system and its associated
adminigrator and user guidance documentation tha is the subject of an
evaudion.

TOE resource: Anything useable or consumablein the TOE.

TOE Security Functions (TSF): A st consgting of dl hardware, software,
and firmware of the TOE that must be relied upon for the correct enforcement of
the TSP.

TOE Security Functions Interface (TSFI): A st of interfaces, whether
interactive (man-machine interface) or programmatic (application programming
interface), through which TOE resources are accessed, mediated by the TSF, or
information is obtained from the TSF.

TOE Security Policy (TSP): A set of rules that regulate how assets are
managed, protected and distributed within a TOE.

TOE security policy model: A structured representation of the security policy
to be enforced by the TOE.
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Transfers outside TSF control: Communicating data to entities not under
control of the TSF.

Trusted channel: A means by which a TSF and a remote trusted IT product
can communicate with necessary confidence to support the TSP.

Trusted path: A means by which a user and a TSF can communicate with
necessary confidence to support the TSP.

TSF data: Data created by and for the TOE that might affect the operation of
the TOE.

TSF Scope of Control (TSC): The st of interactions that can occur with or
within a TOE and are subject to the rules of the TSP.

User: Any entity (human user or externd 1T entity) outsde the TOE that interacts
with the TOE.

User data: Data created by and for the user that does not affect the operation of
the TSF.
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2.1

TOE DESCRIPTION

Intended Use

A popular method for consumers to pay for goods is via either credit or debit
cards at the Point Of Sde. Unfortunately, current magnetic stripe card credit or
debit cards offer many opportunities for fraud.

To combat these opportunities, it is expected that smartcard based systemswith
the capability to identify cardholders and to verify cards will increasingly be used.
These systems are built around the customer inserting their card into an interface
device (IFD) or cad reader, and the entry of an authenticating persona
identification number (PIN). In order to perform these functions securely, the
confidentidity and integrity of the cusomer's PIN, various security attributes of
the system and the verification system must be assured.

The Target of Evaudion (TOE) for this protection profile encompasses the
components of the environment in which a PIN can be entered, processed or
reside in a non-enciphered format. These components may include some or dl of
these components. a PIN Entry Device with integral display (PED); a smartcard
interface device (IFD) a POS termind.

These three components may be combined in five different ways giving a number
of components, which share the same physical enclosure. They may be formed
into one; two or three separate but connected physica units, thus:

CLASS HARDWARE CONFIGURATION

A (PED and IFD combined) connected to Termind.
Bl (PED) connected to (Termina and IFD combined).
B2 (PED) connected to (Terminal) connected to (IFD).
C (PED and Termina and IFD combined).

D (PED and Termina combined) connected to (IFD).

Table 1 - Classes of TOE Device

In order that the identity of the cardholder may be authenticated, the PIN must be
presented to the smartcard. For class A or C devices, encryption may be
unnecessary to assure the continuing confidentidity and integrity of the PIN
because the protection afforded by the common physica enclosure surrounding
the PED and the IFD may be sufficient.
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However, if in order to pass the PIN from the PED to the IFD, the PIN must be
passed outside a physica unit as in the remaining classes, then the PIN will need
to be encrypted to prevent modification or capture, (see example in Figure 1).

Encrypted
. channdl

Pin Entry

Device Terminal Card Reader
N
: Pin
l Cryptographic " Cryptographic
I_ Resources Reﬁourc:&s

Figurel —Class B2 device

In those cases, where smartcards are able to support asymmetric key processing,
the PIN may be encrypted at the PED with the public key of the smartcard for
forward transmisson to the card. As an dternative in this case, the PIN may be
encrypted using symmetric key processing until it has reached the IFD, and then
decrypted, and then re-encrypted with the public key of the smartcard.

Where smartcards are unable to support asymmetric key processing, the PIN is
encrypted using symmetric key processing until it has reached the IFD, and then
decrypted and then passed in clear to the smartcard, the physica enclosure of the
IFD protecting its integrity and confidentidity.

2.2 Security Features
Attacks on these devices comprise:
attacks on the PIN which may be either to its integrity or confidentidity;

attacks on the cryptographic mechanisms of the TOE, such as, the secret keys
or key generation seeds,

attacks on the authenticated applications of the TOE.
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The countermeasures that this PP identifies include:

Physicd condraints in the environment of the TOE to prevent the interception
of PINs, either by visud or auditory means, on input to the TOE;

Physical tamper protection and detection of the TOE;

Optionally, the protection of PINs and other critica data by encryptionwhen
outside the secure physical containment;

Management and protection of cryptographic keys used to ensure the
confidentidity or integrity of PINs input to the TOE;

Segregation of authenticated and unauthenticated applications.

The scope of this Protection Profile (PP) is smilar to Sandards such asthe
European Committee for Banking Standards (ECBS) [EBS] and related
protection profiles such as the Transactiond Smartcard Reader Protection Profile
[TSRPP.
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3.1

3.2

3.3

331

TOE SECURITY ENVIRONMENT

I ntroduction

The gatement of TOE security environment describes the security problem,
which the TOE isintended to address, in the context of the environment in which
the TOE is intended to be used, and the manner in which it is expected to be
employed.

To this end, the statement of TOE security environment identifies and ligs the
assumptions made on the environment and the intended method of use of the
TOE, defines the threats that the TOE is dedgned to counter, and the
organisationa security policies with which the TOE is designed to comply.

Environmental and Method of Use Assumptions

This section describes the assumptions about the environment in which the TOE
Isto be used and itsintended method of use.

[A.No_Evil] It is assumed that there are one or more individuds, the
adminigrators, who are assgned to maintain and support the TOE in its
operationd environment and that these individuas are not careless, wilfully
negligent or hodtile.

Assumed Threats

This section describes the threats to the assets that require protection.

Assets

These devices are intended to be used to perform offline PIN verification, thet is
veification in potentidly hogtile user environments where these devices are not
under congtant scrutiny.
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332

333

The primary assets of concern to this PP are the PINs of users, that is customers,
wishing to authenticate themsdves, and the confidentidity of the information
asociated with authenticated gpplications. A PIN derives its vaue from the
potentia financid loss a cusomer might incur as a result of its compromise, and
a0 the impact such a compromise might have on the reputation of the banking
authorities.

Secondary assets whose confidentidity and integrity must be protected consst of
characterigtics of the TOE important for the security of the syssem. These assets
include:

cryptographic keys used by the security processes of the TOE;
random or pseudo random numbers used as nonces within the system;
the software design and implementation upon which the security of the TOE
relies,
Threat Agents
The threat agents can be categorised as.

authorised users of the TOE (those users who have some authorisation to use
the TOE, or exercise supervisory or adminidrative functions);

unauthorised users of the TOE.

When the threat may be come from ether authorised or unauthorised users these
are amply cdled attackers. Authorised users may perform in various day-to-day
roles. ordinary users, supervisors, administrators, etc. Adminidrators are not

considered threat agents see 3.2 [A.No_Evil].

Attackers are assumed to have various leves of expertise, motivation and
resources. Expertise could be in emanations (acoustic or EM radiation)
gahering, software engineering, the TOE itsdf or hacking. Ther motivation
would mogt likely arise from economic reward. Resources may range from
persona computers to sophiticated detection, test and measurement equi pment.

Threats

The TOE may be subject to a number of threats againg the confidentiaity and
integrity of its data, software, and services. The attacks may be againg the
physicd and logicd characteridtics of the TOE.
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3.4

A user may try to access any dements of the TOE, for which they have no
authorisation via some sequence of inputs to the TOE, or by trying to gain a
sarvice for which they are not authorised.

[T.Manipulation] An atacker may try to gain access to services or
information protected by the TOE for which he is not authorised.

An unauthorised user may try to modify any eements of the TOE, or authorised
usrs may try, for example, to modify program images, cryptographic
parameters, or other critical security parameters of the TOE for which they have
no authorisation. Physicd modifications to the TOE ae consdered under
T.Penetration.

[T.Modification] An atacker may try to modify services or information
protected by the TOE for which he is not authorised.

An attacker may atempt to ascertain the internd physica representation of the
TOE by looking insde the enclosures of the TOE. The god of the attack would
be to identify aspects of the hardware and software security design, and to infer
parameters and initidisation data such as PINs, cryptographic keys and
identification data which might be available on internd data paths or in regigers.

[T.Monitoring] An attacker may try to use passive measures to probe the
TOE to reved design or operational content.

An attacker may subject the TOE or components of the TOE to physical action,
eg. physcd perforation or opening of the device in an effort to compromise the
TOE, rather than passvely probing.

[T.Penetration] An atacker may try to actively interfere with the TOE to
cause the TOE to perform outsde of its desgn or to revea operationa
content.

The attacker may subject the TOE to an abnorma environment, e.g. changes to
the temperature or voltage or EM radiation, whilst physcdly probing the TOE for
leeked information or in an effort to affect the integrity of information.

[T.Stress|] An attacker may try to gain or modify information protected by the
TOE for which he is not authorised by subjecting it to environmenta stress.

Organisational Security Policies
The TOE must comply with the following organisationd security policies:
[P.Crypto] The cryptographic key management, key operations and agorithms

used by the TOE shdl comply with APACS gpproved guideines [PED], which
identify the relevant existing international standards.
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4.1

4.2

SECURITY OBJECTIVES

I ntroduction

This section sets out the divison of responsbilities for addressing the security
problem, defined in section 3, between the TOE and its environment. The
security objectives for the TOE form the basis for deriving the detailed security
requirements for the TOE, as specified in section 5 of this PP.

Security Objectivesto be met by the TOE
The objectives which are to be met by the TOE are:

[O.Confidentiality] The TOE must provide functiondity to protect the
confidentidity of critica data (in particular PINS).

[O.Enforcement] The TOE must ensure that the security policies of the TOE
are not bypassed.

[O.Failsafe] The TOE shdl preserve a secure state in the event of an error or
reset.

[O.IA] The TOE shdl identify and authenticate a user before alowing access
to the TOE and its resources.

[O.Integrity] The TOE mus provide functiondity to detect the loss of
integrity of critical data and software images.

[O.Manage] The TOE must provide functiondity, which enables authorised
adminigrators to effectively manage the security functiondity of the TOE, and
must ensure that only authorised adminidtrators are able to access such
functiondity.

[O.Path] The TOE must provide users with secure communicetions to the
components of the TSF.

The TOE must prevent attackers from passvely probing the device, thus
compromising the TOE.

[O.Probe] The TOE shdll protect itsdlf and its assets from physica probing.

The TOE must prevent the loss of information from authenticated to
unauthenticated gpplications.

[O.Seg] The TOE shdl provide segregation between secure authenticated
and unauthenticated gpplications running under the operating system of the
TOE.
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The TOE must prevent attackers exploiting to environmenta conditions outsde
the normd range in an effort to compromise the security of the TOE, eg.
exposing it to physca shock or eectromagnetic radiation.

[O.Stress] The TOE shdl protect itsdf and its assets from environmenta
stress.

The TOE must be safeguarded to prevent physica interference with the TOE,
eg. breeking into the enclosng housing of the TOE leaving the assets of the TOE
available to ingpection or modification.

[O.Tamper] The TOE ddl protect itsdf and its assats from unauthorised
physica tampering.

The remaning two security objectives goply when the TOE requires locd
cryptography to preserve the confidentiaity and integrity of the PIN and other
critica data being communicated between the distributed secure components of
the TOE, that isfor class B1,B2, D and E devices. These objectives lead to the
Locd Encryption functiond package requirements as articulated in section 6.

The key management aspects of generation, distribution, entry, output, and
destruction, and the key operation of private or authenticated data trandfer are
subject to APACS approved standards.

[O.Crypto] The TOE must support cryptographic functions in a secure
manner in accordance with the rules defined by P.Crypto, the cryptographic
key management and agorithm policies of the TOE.

[O.Audit] The TOE mug provide the means of recording security relevant
events, o asto:

asss adminigrators in the detection of misconfiguration of the TOE
security features that would leave the TOE susceptible to attack; and

hold users (with supervisory functions) accountable for any actions they
perform that may be reevant to security.

4.3 Security Objectivesto be met by the TOE Environment

The security objectives are assartive statements to describe the broader
environmenta context in which the TOE is operated in a secure manner.

[OE.Admin] Those responsible for the TOE shdl establish and implement
procedures for training and vetting adminigrators of the TOE, or training the

superviors.
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The following objective is needed to ensure that non-technica aspects of the
audit function, such as the analyss of the audit data and their retention of an
appropriate period, are met.

[OE.Audit] The adminigtrators will ensure that the audit functiondity is used and
managed effectively.

[OE.Banking Authority] The Banking authorities will maintain the security of
their cryptographic keys, and will ensure that only authentic public key certificates
for the banking authorities are loaded to the devices.

[OE.Unique] The Banking authorities will establish and maintain procedures to
ensure the unique identification of the secure components of the TOE.
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5. SECURITY REQUIREMENTS

5.1 TOE Security Functional Requirements

This section identifies the security functional requirements (SFRS) required of the
TOE to meet its security objectives.

The components taken from [CC2] to specify the SFRs are listed in the table
below together with an indication of whether the components are iterated
(indicated by “(*N)” where N identifies the number of iterations) or refined.

Assgnment and selection operations to be completed by the ST author are
indicated usng the same notation as used in [CC2]. Patidly completed
operations are denoted by italicisation of the word assignment or selection (as
appropriate). Completed assgnment and selection operations are indicated by
italicised text. Refinements of components are indicated by emboldened text.

CLASS FAMILY COMPONENT REFINED?

FDP FDP_DAU FDP_DAU.1
FDP_IFC FDP_IFC.1 (*2)

FDP_IFF FDP_IFF.1 (*2)

FIA FIA_AFL FIA_AFL.1 (*2) Y
FIA_SOS FIA_SOS.1 Y
FIA_UAU FIA_UAU.2

FIA_UAU.7 Y
FIA_UID FIA_UID.2

FMT | FMT_MOF FMT_MOF.1

FMT_MSA FMT_MSA.1(1) Y

FMT_MSA.3(1) Y
FMT_MTD FMT_MTD.1 (*2) Y
FMT_SMR FMT_SMR.1
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511

5111

FDP_DAU.1.1

FDP_DAU.1.2

Application note:

5.1.1.2

FDP_IFC.1.1(1)

Application note:

CLASS FAMILY COMPONENT REFINED?
FPT FPT_AMT FPT_AMT.1 Y
FPT_PHP FPT_PHP.1 (*2) Y
FPT_PHP.3 (*4) Y
FPT_PHP.X
FPT_RVM FPT_RVM.1
FPT_SEP FPT_SEP.1
FPT_TST FPT_TST.1
FTP FTP_TRP FPT_TRP.1

Table 2 - Security Functional Requirements
in the core model

FDP - User Data Protection

FDP_DAU.1 - Basic data authentication

The TSF shall provide a capability to generate evidence that can be used as a
guarantee of the validity of the authenticated applications within the secure
components of the TOE.

The TSF shall provide [assignment: list of subjects] with the ability to verify evidence
of the validity of the indicated information.

The assignment operation is left for the ST author to complete by specifying who can
authenticate the applications. The method of authentication may be, for example, by data
authentication code or digital signature. FDP_DAU.2 may be included in the ST to
specify the use of digital signatures;, as this is hierarchic to FDP_DAU.1, the PP
reguirementswill be satisfied.

This SFR together with FDP_IFC.1(2), FDP_IFF.1(2), FMT_MSA.1(1) and
FMT.MSA.3(1) form the Application control policy. FMT_SMR.1 should identify the
variousrolesthat are needed.

FDP_IFC.1 - Subset information flow control

The TSF shall enforce the key containment control policy on input and output
interfaces, data, and operations, which cause data to be transferred via input and
output interfaces.

The ‘subjects’ of this policy are in fact the entities attempting to use the interfaces of the
TOE, through which information may flow.
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FDP_IFC.1.1(2)

Application note;

5113

FDP_IFF.1.1(1)

FDP_IFF.1.2(1)

Application note:

FDP_IFF.1.3(1)

Application note:

FDP_IFF.1.4(1)

Application note:

FDP_IFF.1.5(1)

FDP_IFF.1.6(1)

Application note:

FDP_IFF.1.1(2)
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The TSF shall enforce the Application control policy on subjects arising from
applications of the operating system, their information and operations.

The application authentication requirement is covered by FDP_DAU.1, and forms part of
this policy.

FDP_IFF.1 - Smple security attributes

The TSF shall enforce the key containment control policy based on the bllowing
types of subject and information security attributes:

a) type of interface (input/output);
b) type of data and encrypted status.

The TSF shall permit an information flow between a controlled subject and controlled
information via a controlled operation if the following rule holds:

a) keys may only be output if they are public keys or encrypted.
Thisisthe * key containment control policy” .

The TSF shall enforce no additional information flow control SFP rules.
The SFR has been refined by deletion of theword ‘the’ for clarity.

The TSF shall provide no additional SFP capabilities.

The SFR has been refined by deletion of the words * the following’ for clarity.

The TSF shall explicitly authorise an information flow based on the following rules:
none.

The TSF shall explicitly deny an information flow based on the following rules: all
data output via the data output interface shall be inhibited whenever an error state
exists and during self-tests.

FDP_IFF.1 normally has a dependency on FMT_MSA.3. There are no modifiable security
attributes associated with this particular information flow that are under the control of
role, so this dependency has not been instantiated.

The TSF shall enforce the Application control policy based on the following types of
subject and information security attributes:

a) Subjects arising from applications of the operating system;

b) The authentication status of
/unauthenticated).

the associated application (authenticated
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FDP_IFF.1.2(2)

Application note;

FDP_IFF.1.3(2)

Application note:

FDP_IFF.1.4(2)

Application note:

FDP_IFF.1.5(2)

FDP_IFF.1.6(2)

512

5121

FIA_AFL.1.1(1)

FIA_AFL.1.1(2)

FIA_AFL.1.2(1)

FIA_AFL.1.2(2)

Application note:
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The TSF shall permit an information flow between a controlled subject and controlled
information via a controlled operation if the following rules hold:

a) Only subjects and information arising from authenticated applications may be
loaded onto secure components of the TOE;

b) The subject and information have the same authentication status.

The segregation between authenticated and un-authenticated applications may be
achieved in a number of ways: physical separation between the components of the TOE
where applications run on separated components of the TOE; separation in time for those
operating systems that can only support a single application at one time; and via
mechani sms within the operating system for multi-application operating systems.

The TSF shall enforce no additional information flow control SFP rules.

The SFR has been refined by deletion of the word ‘the’ for clarity.

The TSF shall provide no additional SFP capabilities.

The SFR has been refined by deletion of the words ‘ the following’ for clarity.

The TSF shall explicitly authorise an information flow based on the following rules:
none.

The TSF shall explicitly deny an information flow based on the following rules: none.
FIA - Identification and authentication

FIA_AFL.1 - Authentication failure handling

The TSF shall detect when [assignment: number] unsuccessful authentication
attempts occur related to PIN authentication.

The TSF shall detect when [assignment: number] unsuccessful authentication
attempts occur related to supervisor or administrator authentication.

When the defined number of unsuccessful PIN authentication attempts has been
met or surpassed, the TSF shall [assignment: list of actions].

When the defined number of unsuccessful authentication attempts by the supervisor
or administrator has been met or surpassed, the TSF shall [assignment: list of
actions].

The smartcard provides the information on PIN attempts to the TOE and the TOE must
respond appropriately. [EMV]

Version 1.37Page 28



APACS PIN Entry Device Protection Profile

5.1.2.2

FIA_SOS.1.1

5123

FIA_UAU.2.1

Application note;

5124

FIA_UAU.7.1

5.1.25

FIA_UID.2.1

Application note;

513

5131

FMT_MOF.1.1

Application note;
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FIA_SOS.1 - Specification of secrets
The TSF shall provide a mechanism to verify that PINs meet the following criteria:

a) PINs shall be variable length from 4 to 12 digits to comply with EMV
specifications [EMV] and international standards [ISO9564];

b) On entry, PINs may have been corrected via the use of a cancel key, and shall
be terminated by a validation key.

FIA_UAU.2 - User authentication before any action

The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

Different authorised users may be authenticate for different purposes.

FIA_UAU.7 - Protected authentication feedback

The TSF shall provide only acoustic and/or visible signals, independent of the key
being pressed, to the user while the PIN authentication is in progress.

FIA_UID.2 - User identification before any action

The TSF shall require that card authentication is successfully completed before
allowing any other TSF-mediated actions on behalf of that user.

In this sense the Users who exercise TSF mediated actions in this context are those who
exercise supervisory or administrative functions. The authentication of supervisor or
administrator users are left for the ST author to complete by specifying the number of

unsuccessful attempts and the actions that should be taken when such events occur. These
assignments should be commensurate with the claimed SOF.

FMT - Security management

FMT_MOF.1 - Management of security functions behaviour
The TSF shall restrict the ability to modify the behaviour of the functions:
a) those concerned with detection of out of range physical operating conditions;

b) [assignment: those concerned with physical
components of the TOE].

tampering with the secure

to [assignment: the authorised identified roles].

If the detection of tampering is via non-IT means, then b) arising as a dependency from
FPT_PHP.(2) may be argued away.
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5.1.3.2

FMT_MSA.1.1(1)

5133

FMT_MSA.3.1(1)

FMT_MSA.3.2(1)

5134

FMT_MTD.1.1(1)

FMT_MTD.1.1(2)

5.1.35

FMT_SMR.1.1

Application note;

FMT_SMR.1.2

514

5141

FPT_AMT.1.1

Application note;
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FMT_MSA.1 - Management of security attributes
The TSF shall enforce Application control policy to restrict the ability to modify the

authentication status of applications to [assignment: the authorised identified
roles].

FMT_MSA.3 - Stdic attribute initidisation

The TSF shall enforce the Application control policy to provide restrictive default
values for the authentication status of applications that are used to enforce the
SFP.

The TSF shall allow the [assignment: the authorised identified roles] to specify

alternative initial values to override the default values when an object or information is
created.

FMT_MTD.1 - Management of TSF data
The TSF shall restrict the ability to assign the identifiers of secure components to
[assignment: identified roles authorised to assign identifiers of secure components

within the card accepting scheme].

The TSF shall prevent the ability to assign the identifiers of secure components to
any user.

FMT_SMR.1 - Security management roles

The TSF shall maintain the roles:

a) the issuer of secure component identifiers within the card accepting scheme

b) [assignment: other authorised identified roles].

This requirement should reflect the roles that are needed, in particular for: the
modification of out of range conditions, the modification of physical tampering
conditions, the modification of authentication status of applications, the setting of
alternative initial values for application control policy, the assignment of identifiers to
secure components in the card accepting scheme, the modification of cryptographic
attributes, the setting of alternate initial security attributes for symmetric Cryptography,
the setting of expiration times for PIN encrypting keys.

The TSF shall be able to associate users with roles.

FPT - Protection of the TOE Security Functions

FPT_AMT.1 - Underlying abstract machine test

The TSF shall run a suite of tests during initial start-up to demonstrate the correct
operation of the hardware and firmware

This requirement should reflect the need .for the hardware and firmware of the TSF to be
tested independently of the applications within the TSF.

Version 1.37Page 30



APACS PIN Entry Device Protection Profile

5.1.4.2

FPT_PHP.1.1(1)

FPT_PHP.1.2(1)

FPT_PHP.1.1(2)

FPT_PHP.1.2(2)

Refinement

Application note:

5143

FPT_PHP.3.1(1)

Refinement:

Application note;

FPT_PHP.3.1(2)

FPT_PHP.3.1(3)

FPT_PHP.1 - Passve detection of physicd attack

The TSF shall provide unambiguous detection of [assignment: out of range
physical operating conditions] that might compromise the TOE.

The TSF shall provide the capability to determine whether [assignment: out of
range physical operating conditions] with the TOE has occurred.

The TSF shall provide unambiguous detection of physical tampering that might
compromise the TOE.

The TSF shall provide the capability to determine whether physical tampering with
the TOE has occurred.

It shall be highly unlikely that the TOE can be put back into service without
any physical tampering being detected.

Tampering, Stressing and Probing identify different ways to physically compromise the
TOE. Thus, Tampering is defined as the physical breaking in to the housing or enclosure
of the TOE, Stressing subjects the TOE to some out of range environmental condition,
whilst Probing is the use of any existing openingsto investigate the TOE.

FPT_PHP.3 - Resistance to physical attack

The TSF shall resist physical tampering to the TOE by responding automatically
such that the TSP is not violated.

Automatic response by the TSF shall be at least:

a) Erasure of the following:

- any stored master keys,

- PIN encrypting keys,

- seed values,

- PIN values and other related data.

b) Sufficient memory is to be erased so that subsequent recovery of
sensitive data is prevented, and so that all executable code is rendered
temporarily inoperable.

In some circumstances to facilitate rapid execution, it may be enough to delete only
critical items such as key encrypting keys and/or master encryption keys.

The TSF shall resist attacks based on the analysis of electromagnetic radiation from
the TOE by ensuring that numeric values keyed cannot be deduced from
such analysis.

The TSF shall resist physical attacks leading to disclosure or modification to the
clear text private or secret keys and PINs within the TOE by ensuring that
cleartext private or secret keys are stored or processed, and that PINS are
processed, only in secure components of the TOE.
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FPT_PHP.3.1(4)

Application note;

5144

FPT_PHP.X.1

Application note:

5.1.4.5

FPT_RVM.1.1

5.1.4.6

FPT_SEP.1.1

FPT_SEP.1.2

The TSF shall resist [assignment: attacks based on unexpected or out of range
physical operating conditions] to the TOE by responding automatically so that the
TSP is not violated.

Such attacks might rely on over or under voltage, or extreme temperatures. The refinement
under FPT_PHP.3.1(1) equally appliesto this SFR.

FPT_PHP.X.1 - Detection or resstance to physicd attack

The TSF shall resist physical attacks based on addition of any PIN tapping device to
the PIN Entry Device and Card Reader by [selection: providing the capability to
detect such attacks with a high probability, automatically responding such that the
TSP is not violated].

This functional requirement is an extended component that allows the ST author to select
either or both of the options of detecting or automatically responding to this type of
physical attack on the TOE. Selecting one of the options leads to an SFR that is
equivalent to either FPT_PHP.1 (detection) or FPT_PHP.3 (automatic response). Where
the option of ‘automatically responding such that the TSP is not violated’ is selected, the
method of responding must meet the requirements of the refinement made to
FPT_PHP.3.1(1) above.

FPT_PHP.X.1 applies to those physical tampering attacks based on a PIN tapping device,
whilst FPT_PHP.1(2) and FPT_PHP.3(1) are required only in respect of other physical
tampering attacks. The effect is thus that the ST author can select requirements equivalent
to one or both of FPT_PHP.1(2) and FPT_PHP.3(1) for the attacks based on a PIN
tapping device, but is required to include both FPT_PHP.1(2) and FPT_PHP.3(1) in
respect of other physical tampering attacks.

FPT_RVM.1 - Non-bypassability of the TSP

The TSF shall ensure that TSP enforcement functions are invoked and succeed
before each function within the TSC is allowed to proceed.

FPT_SEP.1 - Domain separation

The TSF shall maintain a security domain for its own execution that protects it from
interference and tampering by untrusted subjects.

The TSF shall enforce separation between the security domains of subjects in the
TSC.
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5.1.4.7

FPT_TST.1.1

Application note:

FPT_TST.1.2

FPT_TST.1.3

5.15

5.151

FTP_TRP.1.1

FTP_TRP.1.2

FTP_TRP.1.3

5.2

FPT_TST.1- TSF testing

The TSF shall run a suite of self tests during initial start-up, upon request of
authorised operator if the TOE consists of non-integrated components, to
demonstrate the correct operation of the TSF.

The initial start-up tests shall include tests to verify the integrity of keys, data and
applications that utilise these keys and data of both the integrated components of the
TOE and non-integrated components. Non-integrated components are where the PED
and/or IFD are not combined with each other or the terminal as set out in the exemplar
classesin section 2.1.

The TSF shall provide authorised users with the capability to verify the integrity of
TSF data.

The TSF shall provide authorised users with the capability to verify the integrity of
stored TSF executable code.

FTP - Trusted path/channels

FTP_TRP.1 - Trusted path

The TSF shall provide a communication path between itself and users that is
logically dstinct from other communication paths and provides assured identification
of its end points and protection of the communicated data from modification or
disclosure.

The TSF shall permit the TSF to initiate communication via the trusted path.

The TSF shall require the use of the trusted path for any data entry via the PIN entry
device.

TOE Security Assurance Requirements

The target evauation assurance level for the product is EAL4 augmented (see
[CC3] for a definition of EAL4). Additiondly, certain assurance requirements
eements arerefined. For clarity, therefore, the assurance requirements are stated
in full below. Note that where the stated refinement restricts only certain aspect of
the assurance eement, the intent is that ather aspects of the unrefined assurance
element must dso be gpplied.
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CLASS FAMILY ‘ COMPONENT ’ REFINED?
ADV ADV_HLD ADV_HLD.2 Y
ALC ALC_LCD ALC_LCD.1 Y
AVA AVA_VLA AVA_VLA3 Y
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521

5211

ADV_HLD.2.1D

ADV_HLD.2.1C
ADV_HLD.2.2C
ADV_HLD.2.3C

ADV_HLD.2.4C

Refinement:

ADV_HLD.2.5C

ADV_HLD.2.6C

ADV_HLD.2.7C

ADV_HLD.2.8C

ADV_HLD.2.9C

ADV_HLD.2.1E

ADV_HLD.2.2E
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Table 3 - Security Assurance Requirements
for the model

ADV - Development

ADV_HLD.2 - Security enforcing high level design

Developer action elements:

The developer shall provide the high-level design of the TSF.

Content and presentation of evidence elements:

The presentation of the high-level design shall be informal.

The high-level design shall be internally consistent.

The high-level design shall describe the structure of the TSF in terms of subsystems.

The high-level design shall describe the security functionality provided by each
subsystem of the TSF.

The high-level design shall describe how the design of the PIN entry device
and any requirements on its physical disposition are able to prevent others
from observing the PIN value when being entered.

The high-level design shall identify any underlying hardware, firmware, and/or
software required by the TSF with a presentation of the functions provided by the
supporting protection mechanisms implemented in that hardware, firmware, or
software.

The high-level design shall identify all interfaces to the subsystems of the TSF.

The high-level design shall identify which of the interfaces to the subsystems of the
TSF are externally visible.

The high-level design shall describe the purpose and method of use of all interfaces
to the subsystems of the TSF, providing details of all effects, exceptions and error
messages, as appropriate.

The high-level design shall describe the separation of the TOE into TSP-enforcing
and other subsystems.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

The evaluator shall determine that the high-level design is an accurate and complete
instantiation of the TOE security functional requirements.
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522

5221

ALC_LCD.1.1D

ALC_LCD.1.2D

ALC_LCD.1.1C

ALC_LCD.1.2C

Refinement:

ALC_LCD.1.1E

523

5231

AVA_VLA.3.1D

AVA_VLA.3.2D

AVA_VLA3.1C

Refinement:

AVA_VLA.3.2C
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ALC - Life-cycle support

ALC_LCD.1 - Deveoper defined life-cycle model
Developer action elements:

The developer shall establish a life-cycle model to be used in the development and
maintenance of the TOE.

The developer shall provide life-cycle definition documentation.
Content and presentation of evidence elements:

The life-cycle definition documentation shall describe the model used to develop and
maintain the TOE.

The life-cycle model shall provide for the necessary control over the development and
maintenance of the TOE.

The life-cycle definition shall
inclusion of functional trapdoors.

provide sufficient control to prohibit the

Evaluator action elements:

The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

AVA - Vulnerability assessment

AVA_VLA.3- Moderately resistant
Developer action elements:

The developer shall perform and document an analysis of the TOE deliverables
searching for ways in which a user can violate the TSP.

The developer shall document the disposition of identified vulnerabilities.
Content and presentation of evidence elements:

The documentation shall show, for all identified vulnerabilities, that the vulnerability
cannot be exploited in the intended environment for the TOE.

The documentation of identified vulnerabilities shall:

a) include all logical error conditions that might facilitate attempts to
compromise assets in the device;

b) demonstrate that the design and related physical disposition of the PIN
Entry Device is able to prevent others from observing entry of the PIN
value.

The documentation shall justify that the TOE, with the identified vulnerabilities, is
resistant to obvious penetration attacks.
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AVA_VLA.3.3C

AVA_VLAS.1E

AVA_VLA.3.2E

AVA_VLA.3.3E

Refinement:

AVA_VLA.B.4E

AVA_VLA.3.5E

5.3

The evidence shall show that the search for vulnerabilities is systematic.
Evaluator action elements:

The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

The evaluator shall conduct penetration testing, building on the developer vulnerability
analysis, to ensure the identified vulnerabilities have been addressed.

The evaluator shall perform an independent vulnerability analysis.

The evaluator's search for vulnerabilities shall confirm that the secure
components of the TOE support no unspecified functions.

The evaluator shall perform independent penetration testing, based on the
independent vulnerability analysis, to determine the exploitability of additional
identified vulnerabilities in the intended environment.

The evaluator shall determine that the TOE is resistant to penetration attacks
performed by an attacker possessing a moderate attack potential.

Strength of Function
The dlamed srength of function is SOF-medium.

The strength of cryptographic agorithms is outsde the scope of the CC, and
hence the assessment of dgorithmic drength will not form part of the TOE
evauation. The evauation will, however, confirm the correct implementation of
the specified cryptographic agorithms which (in accordance with P.Crypto) are
considered to have appropriate strength for the intended use.
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6. LOCAL ENCRYPTION FUNCTIONAL PACKAGE

The PP requirements should be supplemented with the following SFRs when
locd symmetric encryption is required to provide added protection for the assets
of the TOE: classes B1, B2, and D in section 2. These SFRs are needed to
ensure that O.Crypto and O.Audit are upheld, and augment O.Confidentidity,
O.Manage, O.Pathand O.Tamper.

Note that iteration numbers are continued from the sequences in section 5. The
identified iteration numbers in the table bdlow indicate the total number of
iterations of that component when the core requirements are taken into account.

CLASS  FAMILY COMPONENT REFINED?
FAU

FAU_GEN FAU_GEN.1
FCS FCS_CKM FCS_CKM.1 Y
FCS CKM.2
FCS CKM.4
FCS FCS COP FCS COP.1
FDP FDP_ACC FDP_ACC.1
FDP_ACF FDP_ACF.1
FMT | FMT_MSA FMT_MSA.1(2) Y
FMT_MSA.2 Y
FMT_MSA.3(2) Y
FMT_SAE.1
FPT FPT_ITT FPT ITT.1 Y
FPT_PHP FPT_PHP.3(5) Y
FPT_STM FPT_STM.1
FTP FTP ITC FTP ITC.1 Y

Table4 - Security Functional Requirementsin the L ocal
Encryption Functional Package
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6.1.1

6.1.1.1

FAU_GEN.1.1

FAU_GEN.1.2

6.1.2

6.1.2.1

FCS_CKM.1.1

6.1.2.2

FCS_CKM.2.1

FAU - Security Audit

FAU_GEN - Audit data generation

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;

b) Events connected with manual changes to cryptographic keys.

c) [assignment: other specifically defined auditable events].

The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity, and the outcome
(success or failure) of the event;

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, [assignment: other audit relevant
information].

FCS- Cryptographic Services

FCS_CKM.1 - Cryptographic key generation

The TSF shall generate local cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key generation
algorithm] and specified cryptographic key sizes [assignment: cryptographic key
sizes] that meet the following:

a) local cryptographic keys shall be generated by using a random or pseudo-
process conforming to the ANSI X9.17 standard or equivalent;

b) local cryptographic keys shall except, by chance be unique to the TOE, and shall
be used for no other purpose than to protect PINs.

FCS_CKM.2 - Cryptographic key digtribution

The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: approved cryptographic key
distribution method] that meets the following:

a) the key establishment procedure between components of the TOE shall meet
the ISO 11568 standard.

b) symmetric PIN encrypting keys shall be distributed encrypted under a symmetric
key encrypting key, or under the public key that corresponds to the private key of
the secure component of the TOE.
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6.1.2.3

FCS_CKM.4.1

6.1.2.4

FCS_COP.1.1

Application note;

6.1.3

6.1.3.1

FDP_ACC.1.1

Application note;

6.1.3.2

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FCS_CKM .4 - Cryptographic key destruction

The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [assignment: cryptographic key destruction
method] that meets the following: [assignment: list of standards].

FCS _CORP.1 - Cryptographic operations

The TSF shall perform the encryption of PINs in accordance with a specified
cryptographic algorithm [selection: Triple DES, Advanced Encryption Standard,
[assignment other approved cryptographic algorithm]] and cryptographic key sizes
[selection: 112 bits for Triple DES, 128 bits for AES, [assignment: other approved
cryptographic key sizes]] that meet the following: approved PIN Block Formats
conforming to ISO 9564-2 Format 1,[selection: FIPS 46-3, FIPS 197 ], [assignment:
list of other approved standards].

APACS Guidelines [PED] identifies the relevant international standards, the current
version of the international standardsis understood to apply.

FDP - User data protection

FDP_ACC.1 - Subset access control

The TSF shall enforce the Cryptographic access control policy on [assignment: list of
subjects, objects, and operations among subjects and objects covered by the SFP].

FDP_ACC.1 and FDP_ACF.1 arise asindirect dependencies. A Security Target claiming
conformance to this protection profile including the Local Encryption Functional
package will need to complete the assignments of this policy to define the access control
policy on the cryptographic security attributes of the Security Target identified within the
package.

FDP_ACF.1 - Security attribute based access control

The TSF shall enforce the Cryptographic access control policy to objects based on
[assignment: Cryptographic security attributes, named groups of Cryptographic
security attributes].

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: [assignment: rules governing
access among controlled subjects and controlled objects using controlled operations
on controlled objects].

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules, based on Cryptographic security
attributes, that explicitly authorise access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on Cryptographic security attributes, that explicitly deny
access of subjects to objects].
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6.1.4

6.1.4.1

FMT_MSA.1.1(2)

6.1.4.2

FMT_MSA.2.1

6.1.4.3

FMT_MSA.3.1(2)

FMT_MSA.3.2(2)

Application note;

6.14.4

FMT_SAE.1.1

FMT_SAE.1.2

6.1.5

6.15.1

FPT_ITT.1.1

6.1.5.2

FPT_PHP.3.1(5)

FMT - Security management

FMT_MSA.1 - Management of security attributes

The TSF shall enforce Cryptographic access control policy to restrict the ability to
modify the Cryptographic security attributes to [assignment: the authorised
identified roles].

FMT_MSA.2 - Secure security attributes

The TSF shall ensure that only secure values are accepted for Cryptographic
security attributes.

FMT_MSA.3 - Stdic attribute initidisation

The TSF shall enforce the Cryptographic access control policy to provide [selection:
restrictive, permissive, other property] default values for Cryptographic security
attributes that are used to enforce the SFP.

The TSF shall allow the [assignment: the aithorised identified roles] to specify
alternative initial values to override the default values when an object or information is
created.

FMT_SMR.1 in the core model will need to identify the authorised identified role that
manages the attributes for thisinstance of FMT.

FMT_SAE.1 - Time-limited authorisation

The TSF shall restrict the capability to specify an expiration time for symmetric PIN
encrypting keys to [assignment: authorised identified roles].

For each of these security attributes, the TSF shall be able to change the symmetric

PIN encrypting keys after the expiration time for the indicated security attribute has
passed.

FPT - Protection of the TSF

FPT _ITT.1- Bascinternal TSF datatransfer protection

The TSF shall protect the PIN from disclosure by encipherment when it is
transmitted between separate secure components of the TOE.

FPT_PHP.3 - Resistance to physical attack

The TSF shall resist physical attacks leading to disclosure or modification to the
symmetric cryptographic functions of the TOE by ensuring that such
cryptographic functions are only performed in secure components of the
TOE.
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6.1.5.3 FPT_STM.1 - Rdiable time samps

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps for its own use.

6.1.6 FTP - Trusted path/channels
6.1.6.1 FTP_ITC.1 - Inter-TSF trusted channel
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and loading

equipment that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the channel data
from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [selection: the TSF, loading equipment] to initiate
communication via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for the loading of
plaintext key components.
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A PP RATIONALE
This annex demondrates the suitability of the choice of security objectives,
security requirements and TOE summary specification aspects.
Al Security Objectives Rationale
This section demongrates how the threats, organisationa security policies and
assumptions are met by the security objectives. The correlaion between the
security needs and the objectivesis given in table 5, below.
2
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Threats
T.Manipulation X | x I x| x| x| x X | X X X1 x| x
T.Madification X x| X x| x| x| x X I x| x
T.Monitoring X x| X X | x 1 x X 1 x
T.Penetration X X 1 X X 1 X XE X)X X
T.Stress X X | X X | X X X | X
Policies
P.Crypto X X X
Assumptions
A.No_Evil X
Table5 - Correlation between the Security Needs
and Objectives
A.ll Security objectives suitable to counter thethreats

[T.Manipulation]

The following rationale demonstrates how the objectives counter the threats:

An attacker may try to gain access to services or information protected by the TOE
for which he is not authorised.

This threet is mainly countered by O.Confidentiaity which provides functionaity
to protect the confidentiaity of the critical data and the software images.

O.Crypto supports O.Confidentidity by ensuring that any cryptographic materia
that supports encryption of the PINs and other critical security attributes are
managed in a secure manner throughout the key life-cycle, that is key generation,
distribution, access, and destruction.

O.Audit and OE.Audit provide the means of recording security relevant eventsin
particular those in support of O.Crypto.
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[T.Modification]

O.Enforcement ensures that the security policies of the TOE ae uphdd in
particular those relating to the confidentidity of the TOE.

O.Falsafe ensures that the confidentidity of the TOE at the output interfaces is
not breached, should the TOE fall or during sdf-testing.

O.IA supports O.Confidentidity by ensuring that services of the TOE are only
available to users who have been identified via their card and authenticated by the
input of a correct PIN, that the PIN satisfies the required quality measures, and
that it may not be overlooked or eavesdropped.

O.Manage limits the access to management of the TOE to those authorised.

O.Path provides a secure path both to the TSF and between secure components
of the TOE. Thus preventing attackers gaining access to services or information
of the TOE by compromising the communications paths between users and TSF
of the TOE, or separate secure components of the TOE.

0.Sgg assgts O.Confidentiaity by providing segregation between the secure
authenticated and the possibly insecure unauthenticated gpplications that may be
running on the underlying operating sysem of the TOE; segregating those
applications that have access to the secure components of the device and those
that do not.

OE.Admin enaures that adminigtrators are suitably trained and vetted, and thus
use auditing correctly and act so as not to compromise the informetion a the
TOE.

OE.Banking_Authority ensures that the private keys of these authorities are kept
secure, and ensures the authenticity of the certificates issued by these authorities.

An attacker may try to modify services or information protected by the TOE for
which he is not authorised.

O.Integrity ensures that the integrity of the data and executable code of the TOE
may be established a dart up. For norrintegrated TOES, the integrity of the
keys may aso be established a start up and upon request.

O.Crypto ensures that the integrity of the assets of the TOE may be assured
when in transmission between the secure components of the TOE.

O.Audit and OE.Audit provide the means of recording security relevant eventsin
particular those in support of O.Crypto.

O.Enforcement ensures that the security policies of the TOE ae uphdd in
particular those relaing to the integrity of the TOE.
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[T.Monitoring]

O.1A supports O.Integrity by ensuring that services of the TOE are only available
to users who have been identified via their card and authenticated by the input of
a correct PIN, that the PIN satisfies the required quality measures, and that it
may not be overlooked or eavesdropped.

O.Manage limits the access to management of the TOE, in particular © those
aspects concerned with integrity, to those authorised.

O.Path provides a secure path both to the TSF and between secure components
of the TOE. Thus preventing atackers modifying the services or information of
the TOE by compromising the communications paths between users and TSF of
the TOE, or separate secure components of the TOE.

OE.Admin enaures that adminigtrators are suitably trained and vetted, and thus
use auditing correctly and act so as not to compromise the information at the
TOE.

OE.Banking_Authority ensures that the private keys of these authorities are kept
secure, and ensures the authenticity of the certificates issued by these authorities.

An attacker may try to perform passive probing of the TOE to reveal design or
operational content.

This threet is mainly countered by O.Probe which ensures that the TOE ressts
physicad atacks that might lead to disclosure of assets of the TOE, in particular,
by the andysis of emanations to gain key pad entries or being passed between
secure components of the TOE in cleartext.

O.Crypto supports O.Probe by ensuring that any cryptographic materia that
supports encryption of the PINs and other criticd security atributes when in
trangt between secure components of the TOE, are managed in a secure manner
throughout the key life cycle that is key generation, digtribution, access, and
destruction.

O.Audit and OE.Audit provide the means of recording security relevant eventsin
particular those in support of O.Crypto.

O.Enforcement ensures that the security policies of the TOE are uphdd in
particular those relaing to probing the components of the TOE.

O.Manage ensures that only those authorissd may modify the functions
concerned with physical tampering behaviours.

O.Path provides a secure path both to the TSF and between secure components
of the TOE. Thus preventing attackers gaining access to services or information
of the TOE by probing the communications paths between users and TSF of the
TOE, or separate secure components of the TOE.

PEDPPv1.37JULO3 (clean).doc Version 1.37Page 44



APACS PIN Entry Device Protection Profile

[T.Penetration]

[T.Stress]

OE.Admin enaures that adminigtrators are suitably trained and vetted, and thus
use auditing correctly and act so as not to compromise the information at the
TOE.

An attacker may try to actively interfere with the TOE to cause the TOE to perform
outside of its design or to reveal operational content.

This threat is mainly countered by O.Tamper which ensures that the TOE and its
assets are protected againgt physical tampering.

O.Crypto ensures that the cryptographic functions of the TOE are supported in a
secure manner in accordance with the cryptographic policy of the TOE, thus
assuring the assets of the TOE in trangt between the secure components of the
TOE.

O.Audit and OE.Audit provide the means of recording security relevant eventsin
particular those in support of O.Crypto.

O.Enforcement ensures that the security policies of the TOE are uphdd in
particular those relating to tampering with the components of the TOE.

O.Manage ensures among other things, that only those authorised may modify the
functions concerned with physica tampering with the TOE, or the cryptographic
functions. Moreover the secure components of the TOE are uniquely numbered
to resst substitutions.

O.Path provides a secure path both to the TSF and between secure components
of the TOE. Thus preventing attackers gaining access to services or information
of the TOE by active tampering with paths between users and TSF of the TOE,
or separate secure components of the TOE.

OE.Admin ensures that administrators are suitably trained and vetted, and thus
use auditing correctly and act so as not to compromise the information a the
TOE.

OE.Unique ensures tha the secure components of the TOE are uniquely
numbered preventing physical subgtitutions.

An attacker may try to gain or modify information protected by the TOE for which he
is not authorised by subjecting it to environmental stress.

Thisthreat is mainly countered by O.Stress which ensures that the TOE is able to
respond automatically to attempts to compromise the TOE or its assets by
subjecting the TOE to out of range physcad conditions, that is environmenta
stress.

O.Crypto ensures that the cryptographic functions of the TOE are supported in a
secure manner in accordance with the cryptographic policy of the TOE, thus
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A.l2

[P.Crypto]

A.1l3

[A.No_Euvil]

assuring the assets of the TOE in trandt between the secure components of the
TOE.

O.Audit and OE.Audit provide the means of recording security relevant eventsin
particular those in support of O.Crypto.

O.Enforcement ensures that the security policies of the TOE are uphdd in
particular those relating to stressing the components of the TOE.

O.Manage ensures among other things, that only those authorised may modify the
functions concerned with physical out of range behaviours, or the cryptographic
functions.

O.Path provides a secure path both to the TSF and between secure components
of the TOE. Thus preventing attackers gaining access to services or information
of the TOE, whilst subjecting the TOE to environmentd stress.

OE.Admin ensures that adminigtrators are suitably trained and vetted, and thus
use auditing correctly and act so as not to compromise the information at the
TOE.

Security objectives suitable to meet OSPs

The following rationale demongtrates how the objectives achieve the OSPs.
The cryptographic key management, key operations and algorithms used by the

TOE shall comply with APACS guidelines [PED], which identify the relevant existing
international standards

O.Crypto and OE.Banking Authority ensure that the TOE supports
cryptographic functions securdly and in accordance with the rules defined by
P.Crypto.

Security objectives suitable to uphold assumptions

The following rationale demondtrates how the objectives cover the assumptions.
It is assumed that there are one or more individuals, the administrators, who are

assigned to administer maintain and support the TOE in its operational environment
and that these individuals are not careless, wilfully negligent or hostile..

OE.Admin upholds this assumption.
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A.2 Security Requirements Rationale

The rationde condders first the objectives for the Core modd, and then the
additional objectives that are needed for the Loca encryption model and the
augmentation of the existing O.Confidentidity, O.Manage, O.Path and O.Tamper
objectives.

A2l Security Functional Requirements suitable to achieve the security
obj ectives— Core Model

The following table provides the correlation between the security objectives to be
met by the TOE in the Core modd!.

Security Objectivesto | Security Functional Requirement

be met by the TOE

O.Confidentidity Subset informetion flow control
FDP_IFC.1(2)

Smple security attributes
FDP_IFF.1(1)

O.Enforcement Underlying abstract machine test
FPT_AMT.1
Non_bypassability of the TOE
FPT_RVM.1

Domain Separation

FPT_SEP.1

TSF tedting

FPT_TST.1

O.Falsafe Simple security atributes
FDP_IFF.1(1)

O.IA Authentication Failure Handling
FIA_AFL.1

Specification of secrets

FIA_SOS.1

User authentication before any action
FIA_UAU.2

Protected authentication feedback
FIA_UAU.7

User identification before any action
FIA_UID.2

O.Integrity TSF testing
FPT_TST.1
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Security Objectivesto | Security Functional Requirement

be met by the TOE

O.Manage Management of security functions
behaviour

FMT_MOF.1

Management of security attributes
FMT_MSA.1(1)

Static dtribute initidisation
FMT_MSA.3(1)

Management of TSF data
FMT_MTD.1(1)

Secure TSF data

FMT_SMR.1

Security management roles

O.Path Trusted path
FTP TRP.1

O.Probe Resstance to physicd attack
FPT_PHP.3(2)
Resstance to physicd attack
FPT_PHP.3(3)

0.Seg Basic data authentication

FDP _DAU.1

Subset information flow control
FDP_IFC.1(2)

Simple security atributes
FDP_IFF.1.1(2)

O.Stress Passive detection of physica attack
FPT_PHP.1(1)

Resistance to physicd attack
FPT_PHP.3(4)

O.Tamper Passve detection of physica attack
FPT_PHP.1(2)

Resistance to physica attack
FPT_PHP.3(1)

Detection or resstance to physica attack
FPT_PHP.X.1

Table6 - Correlation between Objectivesfor the TOE
and SFRsfor the Core model
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O.Confidentidity FDP_IFC.1(1) identifies the Key Containment control policy of the TOE and

O.Enforcement

O.Falsife

O.l1A

O.Integrity

O.Manage

O.Peath

O.Probe

FDP_IFF.1(1) ensures that the policy is enforced that only public keys may be
output from the TOE.

FPT_AMT.1 and FPT_TST.1 ensure that the TSF isinitidly operating correctly,
and that it continues to operate correctly by using a series of tests, in particular of
the underlying physical components, and of the data and executable code of the
TOE. In addition, where the TOE consists of non integrated components the
encryption keyswill dso be verified. FPT_RVM.1 ensures that the TSP
enforcement functions are invoked and succeed before each function within the
TSC proceeds. FPT_SEP.1 ensures that the TSF maintains a separate security
domain from untrusted processes.

FDP_IFF.1(1) ensures that during sdf tests and when an error ate exists no
datais output.

FIA AFL.1.1and FIA_AFL.1.2 ensuresthat an attacker is limited in the number
of attempts at guessng aPIN. FIA_AFL.1.3and FIA_AFL.1.4 ensuresthe
adminigtrator or supervisor is authenticated before being given accessto the TSF.
FA_SOS.1 ensuresthat length of PINs conform to a qudity metric, both
internally and on entry. FIA_UAU.2 and FIA_UID.2 ensure that no actions may
be taken before the smartcard has been inserted and the PIN has been validated.
FIA_UAU.7 ensures that the PIN isnot visudly or audibly disclosed whilst it is
being entered by the user.

FPT_TST.1 ensures the integrity of data and executable code. and for nor+
integrated components, which must maintain the confidentidity of PINs by

cryptographic means, the integrity of the cryptographic keys.

FMT_MOF.1 ensures that only authorised users may modify the functions
concerned with the out of range and the physica tampering behaviours.
FMT_MSA.1(1) ensures only authorised users may modify the authentication
status of applications, whils FMT_MSA.3(1) enforces redtrictive default vaues
to be given to the authentication status of gpplications unless overridden.
FMT_MTD.1(1) ensures that identifiers for secure components may only be
assigned by authorised users within the card accepting scheme, and that they may
not be dtered. FMT_MTD.3 ensures these identifiersare unique. FMT_SMR.1
ensures that the various roles needed for the correct management of security
functions of the TOE exi<.

FTP_TRP.1 ensures that a secure communiceation path exists for the entry of the
PIN data.

FPT_PHP.3(2) ensures that the numeric vaues cannot be deduced from input at
the PIN entry device. FPT_PHP.3(3) ensuresthat clear text private or secret
keys are safe from probing by ensuring that they are only held in secure
components of the TOE.
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0.Seg

O.Stress

O.Tamper

A.2.2

FDP DAU.1 provides assurance that authenticated and unauthenticated
gpplications can be identified. FDP_IFC.1(2) identifies the Application control
policy for applications on the TOE, whils FDP _IFF.1.1(2) ensures that
information flows may only teke place between gpplications of the same
authentication status, moreover that only authenticated applications may resde on
the secure components of the TOE.

FPT_PHP.1(1) ensures the TOE provides unambiguous detection of out of range
physica operating conditions on the secure components of the TOE.
FPT_PHP.3(4) ensures an automatic response to out of range physical operating
conditions on the secure components of the TOE so that the TSP is not violated.

FPT_PHP.1(2) ensures the TOE provides unambiguous detection of physica
tampering that might compromise the secure components of the TOE.
FPT_PHP.3(1) ensuresthat the TOE rests physical tampering to its secure
components by automatically responding with a number of actions.
FPT_PHP.X.1 ensures that physical attacks based on adding PIN tapping
devices are responded to either so that such attacks are detected with ahigh
probability or dse automaticaly so that the TSP is not violated.

Security Functional Requirements suitable to achieve the security
objectives— Local Encryption Functional Package

The following table provides the corrdaion between the additiond security
objectives that are needed in the Loca Encryption context where the PIN must
be communicated between separate secure components. Two additiona
objectives are introduced O.Crypto and O.Audit. Additiona security functiond
requirements are aso needed to uphold the objectives O.Confidentidity,
O.Manage, O.Path and O.Tamper in this context.

Security Objectivesto = Security Functional Requirement

be met by the TOE

O.Audit Audit data generation
FAU_GEN.1
Reliable time stamps
FPT_STM.1

O.Crypto Cryptographic key generation
FCS CKM.1

Cryptographic key distribution
FCS CKM.2

Cryptographic key destruction
FCS CKM .4

Cryptographic operations
FCS_COP.1
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O.Audit

O.Crypto

O.Confidentiality

Security Objectivesto = Security Functional Requirement

be met by the TOE

O.Confidentidity Subset access control

FDP_ACC.1

Security attribute based access control
FDP_ACF.1

Basic internd TSF datatransfer protection
FPT_ITT.1

O.Manage Management of security attributes
FMT_MSA.1(2)

Secure security atributes
FMT_MSA.2

Stetic attribute initidisation
FMT_MSA.3(2)

Time-limited authorisation
FMT_SAE.1

O.Path Inter-TSF trusted channd
FTP_ITC.1

O.Tamper Resstance to physicd attack
FPT_PHP.3(5)

Table 7 - Correlation between Objectivesfor the TOE
and SFRsfor the Local Encryption package

FAU_GEN.1 ensures that audit data is generated for security events, in particular
for events connected with manual changes to cryptographic keys. FPT_STM.1
ensures that the TSF is able to provide reliable time stamps for the audit records.

FCS_CKM.1 ensures that cryptographic keys are generated using the required
properties. FCS_CKM.2 ensuresthat key establishment and the distribution of
symmetric PIN encrypting keys meet the required distribution standards.

FCS CKM .4 ensures that cryptographic keys will be destroyed usng
procedures that meet the required key destruction standards. FCS_COP.1
ensures that PIN encryption is performed with agorithms that meet approved
standards.

In addition to those identified in the Core modd, the following properties hold:

FDP_ACC.1 identifies the Cryptographic access control policy on the secure
Security atributes defining the cryptographic e ements introduced by this
additiona functiona package. FDP_ACF.1 ensuresthat this policy is enforced,
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O.Manage

O.Path

O.Tamper

A23

A.24

and defines it characterigtics. FPT_ITT.1 ensuresthat the if the PIN is
transferred between separate secure components of the TOE then it enciphered.

In addition to those identified in the Core modd, the following properties hold:

FMT_MSA.1(2) identifies the Cryptographic access control policy which
restricts the authorised users able to modify the cryptographic security attributes
associated with the local encryption package. FMT_MSA.2 ensures that only
secure values are accepted for Cryptographic security attributes.
FMT_MSA.3(2) ensures that the Cryptographic access control policy provides
default values for these attributes, and identifies the authorised users that may
override these default vaues. FMT_SAE.1 ensures that an expiration time for
symmetric PIN encrypting keysis defined, and identifies the authorised users that
may modify this expiraion time.

In addition to those identified in the Core modd, the following properties hold:

FTP_ITC.1 ensures that the TSF provides a secure communication channe
between itsdf, and equipment for loading plaintext key components.

In addition to those identified in the Core mode, the following properties hold:

FPT_PHP.3(5) ensuresthat physicd attacks leading to disclosure or modification
to the symmetric cryptographic functions of the TOE are ressted by performing
such cryptographic functions only in secure components of the TOE.

Security Assurance Requirements appropriate

The evduation assurance levd for this PP, namey EAL4 augmented (see [CC3]
for a definition of EAL4), is an appropriate level because it is the minimum leve
that includes those dements of assurance mandated by the APACS standard
[PED]. In particular the AVA VLA.3 component was selected as more
appropriate than AVA VLA.2 (from EAL4) because the latter provides
inadequate assurance of protection againg physica attack, i.e. it only provides
for resstance to attackers with alow attack potentid.

Strength of Function claims appropriate

The damed drength of function is SOF-medium. Thisis considered appropriate
[CEM, Table B-2] for resstance to an attacker with attack potentiad of
moder ate.
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A.25 Security Requirements mutually supportive

A.251 Requirements are mutually supportive and inter nally consistent

FCS CKM.1
lecs ckm.2
lFcs ckma
lrop acca
|FDP ACF.1

x| |=| |FoP IFC.1(1)
lrop ik

DP_IFF.1(1)
FDP IFF.1(2)
lFia uID.2
FIA UAU.2
FMT MOF.1

MT_MSA.1(1)
FMT MSA.1(2)
[emT Msa2

MT_MSA.3(1)
FMT MSA.3(2)
levT vTD1(1)
|FMT SMR.1
FPT_AMT.1
[Pt sTMA

— x F
— <
=

|
|

|

FDP_DAU.1
FDP_IFC.1(1)
FDP_IFC1(2)
FDP_IFF.1(1)
FDP_IFF.1(2) X
FIA AFL.1 i | x
FIA SOS.1
FIA UAU2 X
FIA UAU7 i | x
FIA UID.2

FMT _MOF.1
FMT_MSA1(1) X
FMT_MSA3(1)
FMT_MTD.1(1)
FMT_MTD.1(2)
FMT_SMR.1

FPT_AMT.1

FPT_PHP.1(1) i X i
FPT_PHP.1(2) i X i
FPT_PHP.3(1)
FPT_PHP.3(2)
FPT_PHP.3(3)
FPT_PHP.3(4)
FPT_PHP.X

FPT TST.1 X
FTP_TRP.1

x
XX IX X X

X |=|=|=]-]-

The following table gives the dependencies between the SFRs for the core
modd.

Table 8 - Dependency matrix for the Core mode

Key x - direct dependencies

i - indirect dependencies.
Note: For the Key containment control policy (FDP_IFF.1(1)) the only
attributes are inherent properties of data and interfaces, therefore
FMT_MSA.1 and FMT_MSA.3 have not been specified, and consequently
indirect dependencies for this information flow control policy do not exist
either.
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All the dependencies (not explained by the above note) are satisfied by the TOE.
FIA_UID.2 satisfies the dependencies on FIA_UID.1 as the former is hierarchic
to the latter.

~ A 1 - @l 4 § 4G

A AT A AN 2
2l 2| 2| 9 5| of ol &l & & 2| o & 3| 3 3 I & E| 5|2
(8] J] RS I =q JEE Qe Qe g e e = = = = = = = 7] s I
Nl najal al al ol a o I e O e O el I ] ™
olololalalgl gl g gl & s 5| sl sl s S| S| S| al a
LL_LL LLI LL_LL LLI LL LLI LL_LL LLI LL_LL LLI LL_LL LLI LL_LL LLI LL

FAU GEN.1 X

FCS CKM.1 X | X i]x i

FCS CKM.2 x| il x il X i

FCS CKM.4 x1i]l ilx i

FCS COP.1 x 1] x ilx i

FDP ACC.1 i x

FDP ACF.1 X1 X

FMT MSA.1(2) X i X

FMT MSA.2 X X X

FMT_MSA3(2) X X

FMT SAE.1 X X

FPT ITT.1

FPT PHP.3(5)

FPT STM.1

FTP ITC.1

The additiona dependencies for this PP when the core requirements are
augmented with the loca encryption functiond package are given in the following
table 9.

Table 9 - Dependency matrix for the Local Encryption model

Key x - direct dependencies
I - indirect dependencies.

All the additionad dependencies introduced by the additiona requirements are
satisfied by the TOE.
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A.251 Jugtification that the SFRs form a mutually supporting and consistent
whole

Whether the Core model, or the Core modd plus Loca Encryption functiond
package is consdered, the security functiond components form a number of
separate functiond areas which lead to the absence of incondstency and to a
supportive relationship between themsalves.

Thus, the trusted path, and identification and authentication requirements control
access to the device ensuring that users have an assured communications path
from user environment to TSF, and that the services of the TSF are only available
authenticated users.

The physicd security providing confidentidity and integrity for the assets of the
TOE is supported by policies and functions to safeguard the TOE against
probing, tampering and environmenta stress.

Where the assets of the TOE must be transmitted between secure components,
the core moddl must be augmented with the Locd Encryption functiond package
which manages cryptographic assets securdy and provides the capability to
encrypt the assets for transmisson between the secure components. These
cryptographic requirements are supported by audit requirements with effective
time stamping which audit changes to the cryptographic eements, and a trusted
channd for the loading of any plantext key components. Management
requirements ensure that cryptographic security attributes and the expiraion of
key encrypting keys are managed in a secure and timely manner, and that these
management functions are restricted to the gppropriate role.

Enforcement requirements ensure that the security functions of the TOE are
tested to be initidly correct, and that they are then not subsequently bypassed,
whilst the Failsafe requirements ensure the TOE remains secure in the event of an
error or reset.  Separation requirements ensure domain separation of the TSF
and non-interference by untrusted subjects.

Data authentication and information flow policy requirements provide a means to
identify particular gpplications as being “in some sensg” trusted, and to separate
these gpplications, which may execute within secure components, from those that
may not.

Findly, management requirements in the core modd restrict the modification of
the out of range conditions, authentication status and unique identification of
secure components to the appropriate roles.
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